Protect personal information that could be used illegally to steal your identity: this includes
your name, Social Security Number, date and place of birth, bank or credit card account
numbers, driver’s license number, passwords, ete.

Don’t give out personal information over the phone or internet or through the mail unless you
initiated the contact. Be sure that the person or company you're giving it to is trustworthy.

Don't mail bills, credit card applications or any other potentially sensitive information from
an unsecured mailbox. Only use secure US Postal Service mail receptacles or take your mail
directly to the Post Office.

Don’t throw away mail or other documents containing personal information. Shred these
items first.

If someone contacts you to update or “verify” your personal or banking records, don't
provide any information. Instead, call the customer service number from your statement or
bill and verify the employee’s identity and purpose.

Keep track of your driver's license, credit cards, checks and any other personal information.
Don’t leave these items easily accessible to others, even in your home.

Occasionally change passwords and PIN numbers on your accounts. Avoid using easy to
guess passwords, such as your mother’s maiden name, your date of birth, a pet’s name or
consecutive numbers,

Visit: www.annualcreditreport.com to request a free copy of your credit report from each of
the three major credit reporting agencies.
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File a report with the law enforcement agency in the community where the identity theft took place.
Try to obtain a copy of the case report. You may need it to validate your claims to creditors. If you can’t get a copy, at least get the report number.

Place a fraud alert on your credit reports and review them carefully.

Call the toll-free fraud number of any one of the three major credit bureaus (sce reverse) to place a fraud alert on your eredit report. This can help prevent an identity thief
from opening additional accounts in your name. As soon as one credit bureau confirms your fraud alert, the other two credit bureaus will automatically be notified to
place fraud alerts on your credit report, and a copy of all three reports will be sent to you free of charge.

Once you receive your reports, review them carefully for inguiries you didn't initiate, accounts you didn’t apen, and unexplained debis on your true accounts.
Where “inquiries™ appear from the companies that opened the fraudulent account(s), request that these “inquiries” be removed from your report. Check that information
such as your 35N, address(es), name or initial, and employers are correct. [naccuracies in this information may be due to typographical errors, however, whether the
inaccuracies are due to fraud or error, notify the credit burcau as soon as possible by telephone and in writing. Continue to check your reports periodically, especially in the
first year after you've discovered the theft, to make sure no new fraudulent activity has occurred.

Close any accounts that have been tampered with or opened fraudulently.

Credit accounts include all accounts with banks, credit card companies and other lenders, and phone companies, utilities, I1SPs, and other service providers. If the company
doesn’t accept the FTC's ID Theft Affidavit (available online at www v nline/pubs/creditaffidavi . ask the representative to send you the company’s fraud
dispute forms. If any of your ATM/CreditDebit cards have been lost, stolen or otherwise compromised, cancel the cards as soon as you can and get new cards. If you're
closing existing accounts and opening new ones, use new Personal [dentification Numbers (PINs) and passwords. 1f your checks have been stolen or misused, close
the account as soon as possible and ask vour bank (o notify the appropriate check verification service,

Note: Mo federal law limits your losses if someone steals your checks and forges your signature, but state laws may protect you. While most states hold the bank
responsible for losses from a forged check, they also require you to take reasonable care of your account. For example, you may be held responsible for the forgery if
you fail to notify the bank in a timely way that a check was lost or stolen. Contact your state banking or consumer protection ageney for more information. Contact the three
major check verification companies (see reverse) to request that retailers who use their databases not accept your checks. Also call SCAN (1-800-262-7771) to find out if
the identity thicf has been passing bad checks in your name,

File a complaint with the Federal Trade Commission.

The FTC enters the information you provide into a secure database. This will provide important information that San help law enforcement officials track down identity
thieves and stop them. The FTC also can refer victim complaints to other appropriate government agencies and companies for further action. Visit the website:
www.consumer.goviidtheft to file a complaint or for information on the FTC's Privacy policy.




